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• In an open system, an entity may claim multiple identities in 
order to gain unfair share of the network’s resources.  

• Specially challenging in the absence of a central certifying 
authority.

SYBIL ATTACK
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• A technique widely popularized with the success of PoW-based 
cryptocurrencies. 

Popular systems require solutions to be generated continuously in 
order to provide security guarantees.

COMPUTATIONAL PUZZLES



WHY WE CARE ABOUT EFFICIENCY?
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OUR MODEL



Good IDs

- Follow the protocol.

Bad IDs

- Can deviate arbitrarily from 
the protocol, under the 
control of an adversary.

THE SYSTEM



COMPUTATIONAL PUZZLES

• Random Oracle Assumption: We have a function, h, such 
that h(x) is chosen uniformly at random on (0, 1] the first 
time bit string x is input to h. 

• Computational Cost: Number of times h is called.  



Diffuse protocol: 

- Every time a good ID sends a message, it is delivered to 
all other good IDs. 

- Communication time is negligible compared to 
computation time.

COMMUNICATION



ADVERSARY
- Has at most a small constant fraction of the computational 

power of the system. 

- Knows our algorithms, not our random bits.



1ST PROTOCOL
COMMENSURATE COMPUTATION - CCOM



“ Theorem: Let T be the rate of adversarial spending and J be the 
rate of join of good IDs. Then: 

- There is always an honest majority. 

- The rate of algorithmic spending is                    .O(J + T)

ICDCN’18



INITIALLY…

[1] Andrychowicz, Marcin, and Stefan Dziembowski. "Pow-based distributed cryptography with no trusted setup." Annual Cryptology 
Conference. Springer, Berlin, Heidelberg, 2015.

t0

Reduce the fraction of bad IDs to 1/3 using [1].



NEW ID JOINS

t0

Here is my 1-difficult puzzle solution.

t′�



ONLY JOINS

t0

1/3 fraction of new IDs join. 

tk



PURGE

t0

Solve a puzzle or be ejected. 

tk t′�k



ITERATION ENDS
Reduce the fraction of bad IDs to     < 1/3.α

t0 t′�ktk



2ND PROTOCOL
GEOMETRIC MEAN  COMPUTATION - GMCOM



“ Theorem: Let T be the rate of adversarial spending and J be the 
rate of join of good IDs. Then: 

- There is always an honest majority. 

- The rate of algorithmic spending is                        .O(J + JT)

IPDPS’19



OPTIMAL ENTRANCE COST



ENTRANCE COST FUNCTION

where 

e(k) - entrance cost to the kth ID joining in the current iteration  

J - join rate in the current iteration 

Jg - estimated join rate of good IDs  

e(k) =
J
Jg



CANDIDATE JOIN RATE ESTIMATE

where 

L - Duration over which at least      - fraction of current 
set of IDs joined 

S - Set of IDs at the end of iteration 

Jg =
α |S |

L

2α



WHY IS THIS A GOOD ESTIMATE?

 t

fraction of bad IDs ≤ α
At the end of an iteration,



WHY IS THIS A GOOD ESTIMATE?

 t-L  t

System differs by at most        fraction2α



WHY IS THIS A GOOD ESTIMATE?

 t-L  t

fraction of joins by good IDs  ≥ α
System differs by at most        fraction2α



WHY IS THIS A GOOD ESTIMATE?

 t-L  t

Estimated join rate of good IDs       2(Actual join rate of good IDs)*≤

* Assuming that the join rate of good IDs does not change by more than a constant 
factor over successive iterations



“ Lower Bound: For any purge-based algorithm, there is an 
adversarial strategy ensuring the following for any iteration: 
The algorithmic spending rate is             , where the 
algorithmic spending rate T, and J are taken over the epoch.  

Ω(J + JT)

IPDPS’19

Workshop on Security of Permissionless Systems 



GMCom cost vs Adversarial 
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Fig. 2: Average cost for GMCOM vs. average cost to adversary.

B. Comparison with Existing PoW-Based Sybil Defenses

We implement and evaluate two contemporary PoW-based

algorithms, CCOM [31] and SYBILCONTROL [42].

Overview of CCOM. This algorithm is a precursor to GM-

COM, where the entrance puzzle always has a computational

cost of 1. Apart from this, CCOM is identical to GMCOM.

Overview of SYBILCONTROL. Under this algorithm, each ID

must solve a puzzle to join the system. Additionally, each ID

periodically tests its neighbors with a puzzle, removing from

its list of neighbors those IDs that fail to provide a solution

within a time limit; these tests are not coordinated between

IDs. An ID may be a neighbor to more than one ID and

so receive multiple puzzles; these are combined into a single

puzzle whose solution satisfies all the received puzzles.

1) The Bitcoin Network: We simulate CCOM, SYBILCON-

TROL, and GMCOM on a real-world dataset for the Bitcoin

network [50] consisting of roughly 7 days of join/departure-

event timestamps (data obtained by personal correspondence

with Till Neudecker [50]). The computational cost is examined

under Scenario I when there are no bad IDs (i.e., no attack),

and Scenario II when bad IDs are present (i.e., an attack).

In Scenario I, all events in the dataset are treated as good

IDs joining/departing. Figure 3 depicts the cumulative compu-

tational cost to the good IDs for the algorithms. Importantly,

in comparison to SYBILCONTROL, the cumulative cost to the

good IDs under GMCOM and CCOM is less by roughly 4

orders of magnitude after 13 hours of simulation time, and

this gap continues to widen with time; note the logarithmic

y-axis. This result demonstrates that GMCOM and CCOM —

which perform identically when there is no attack — is more

efficient than SYBILCONTROL when there are no bad IDs.

In Scenario II, joins/departures occur as in Scenario I, but

the following attack also occurs. From time t/6 to t/3 seconds,

where t = 604, 970 (≈ 7 days spanned by the dataset), every

20 seconds, the adversary adds a number of bad IDs that is

a 1/3-fraction of the current system size. This forces a purge

test every 20 seconds in CCOM and GMCOM, while an ID

issues a puzzle every 5 seconds in SYBILCONTROL.

Figure 4(a) depicts the cumulative cost to the good IDs

for Scenario II. The overall cost of SYBILCONTROL is much
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Fig. 3: Cumulative cost for algorithms in Scenario I.

higher than that of CCOM and GMCOM before the attack.

When the attack commences, the cumulative cost to SYBIL-

CONTROL becomes comparable to that of the other two algo-

rithms, but then quickly surpasses them, and continues to grow

after the attack ends. We observe that the computational costs

to good IDs for CCOM and GMCOM are always comparable.

Finally, Figure 4(b) illustrates the ratio of algorithmic cost

to that of the adversary for Scenario II. Notably, GMCOM has

a cost ratio that is roughly 3 orders of magnitude smaller than

either SYBILCONTROL or CCOM. This can be attributed to the

asymmetric cost that benefits good IDs under GMCOM, but

which is not guaranteed by either CCOM or SYBILCONTROL.

2) Peer-to-Peer Networks: We compare the performance of

SYBILCONTROL, CCOM and GMCOM on three different peer-

to-peer (P2P) networks: BitTorrent, Skype and Bitcoin.

Our BitTorrent experiments employ data from two BitTor-

rent servers: Debian and Flatout. The Weibull distribution

is used to model session time, with shape parameter values

0.38 and 0.59, and scale parameter values 42.2 and 41.0 for

Debian and FlatOut, respectively. In our Skype experiments,

we assume a Weibull distribution for the session time of

supernodes, with a median session time of 5.5 hours, and

a shape parameter of 0.64. For our Bitcoin experiments, we

generate the session time for 10, 000 good IDs by randomly

sampling from the real-world data obtained from [50].

For each value of T ∈ {20, 21, ..., 216}, at each step in

the simulation, the adversary adds the maximum number of

bad IDs that its budget allows. Our plots are generated from

Monte-Carlo simulations, where each value is averaged over

20 separate simulations.

Figures 4(c) - (f) illustrate the cost to good IDs as the

budget of the adversary per second varies. We note that at

the largest value of T = 216, a purge occurs once per

second in GMCOM, and an ID tests its neighbors every 5

seconds in SYBILCONTROL. Even with this high purge rate,

the asymmetric property of GMCOM allows it to outperform

SYBILCONTROL (and CCOM); note the logarithmic y-axis.

VI. CONCLUSION AND FUTURE WORK

We have presented an asymmetric Sybil defense using

PoW. We have provided empirical evidence that our algorithm

α =
1
14JG = 2 IDs/second 10K initial IDs and seconds
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Evict good IDs at will, can equivocate and 
take over good IDs in the system. 



WHAT NOW?
- Committees are easy targets for an adaptive adversary 

Evict good IDs at will, can equivocate and 
take over good IDs in the system. 

Goal: GET RID OF COMMITTEE!



COMMITTEELESS COMMENSURATE COMPUTATION - (COM)3

- Deciding when to purge 

Each ID decides for itself on seeing a 1/3 change in 
membership. 

- Deciding on randomness for the purge: 

Solve an n-hard puzzle over a round and set the smallest 
solution as the random seed.



COMMITTEELESS COMMENSURATE COMPUTATION - (COM)3

- What if the adversary solves hard puzzle? 

Force a purge on good IDs sooner. 

Adversary would have spent considerable computational 
effort, counterbalance the cost to good IDs. 

- Our Guarantee: 

There is an honest majority in the view of all good IDs at 
all times.



WHERE TO NEXT?
- Rational + Adversary 

- Challenge - Define utilities capturing computational 
effort and player benefit from the system. 

- Sybil resistant DHT + adaptive adversarial churn 

- Challenge - Preventing eclipse attack



Thank You! 

Questions?
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