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• In an open system, an entity may claim multiple identities in 
order to gain unfair share of the network’s resources.  

• Specially challenging in the absence of a central certifying 
authority.

SYBIL ATTACK
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• Renewed interest due to the success of cryptocurrencies such as 
Bitcoin, Ethereum. 

• Computational Puzzles are moderately hard mathematical 
problem, solving which requires measurable computational effort but 
can be verified efficiently. 

COMPUTATIONAL PUZZLES
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• Renewed interest due to the success of cryptocurrencies such as 
Bitcoin, Ethereum. 

• Computational Puzzles are moderately hard mathematical 
problem, solving which requires measurable computational effort but 
can be verified efficiently. 

Popular systems require solutions to be generated continuously in 
order to provide security guarantees.

COMPUTATIONAL PUZZLES
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Bitcoin Energy Consumption 
w.r.t several countries
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PoW is expensive!
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OUR MODEL
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Good IDs

- Follow the protocol.

Bad IDs

- Can deviate arbitrarily from 
the protocol, under the 
control of an adversary.

THE SYSTEM
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COMPUTATIONAL PUZZLES

• Random Oracle Assumption: We have a function, h, such 
that h(x) is chosen uniformly at random on (0, 1] the first 
time bit string x is input to h. 

• Computational Cost: Number of times h is called.  
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Diffuse protocol: 

- Every time a good ID sends a message, it is delivered to 
all other good IDs. 

- Communication time is negligible compared to 
computation time.

COMMUNICATION
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- Has at most a small constant fraction of the computational 
power of the system. 

- Knows our algorithms, not our random bits.

ADVERSARY
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OUR RESULTS
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“ Theorem: Let T be the rate of adversarial spending and J be the 
rate of join of good IDs. Then: 

- There is always an honest majority. 

- The rate of algorithmic spending is                        .O(J + JT)
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A PEEK AHEAD
- We consider purge-based algorithms: Periodically all IDs 

must solve puzzles.   

- Duration between periodic puzzling is called an epoch.
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“ Lower Bound: For any purge-based algorithm, there is an 
adversarial strategy ensuring the following for any epoch: The 
algorithmic spending rate is                 , where the algorithmic 
spending rate T, and J are taken over the epoch.  

Ω(J + JT)
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NAIVE APPROACH



INITIALLY…

[1] Andrychowicz, Marcin, and Stefan Dziembowski. "Pow-based distributed cryptography with no trusted setup." Annual Cryptology 
Conference. Springer, Berlin, Heidelberg, 2015.

t0

Reduce the fraction of bad IDs to 1/3 using [1].
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NEW ID JOINS

t0

Here is my 1-difficult puzzle solution.

t′�
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ONLY JOINS

t0

1/3 fraction of new IDs join. 

tk
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PURGE

t0

Solve a puzzle or be ejected. 

tk t′�k
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ITERATION ENDS
Reduce the fraction of bad IDs to     < 1/3.α

t0 t′�ktk
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NAIVE APPROACH
Total computational cost to algorithm: O(T + J)

t0 t′�ktk
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Can we do better?



Fix an iteration i. Suppose 

- T : adversarial rate of spending 

- J  : actual join rate  

- Jg : join rate of good IDs 

-    : average entrance cost 

-    : length of iteration

OPTIMAL ENTRANCE COST

ℓ

χ
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OPTIMAL ENTRANCE COST
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OPTIMAL ENTRANCE COST
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CANDIDATE JOIN RATE ESTIMATE

Jg =
α |S |

L

Suppose computational power with the adversary is     . Then:α
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CANDIDATE JOIN RATE ESTIMATE

where 

L - Duration over which at least      - fraction of current 
set of IDs joined 

S - Set of IDs at the end of iteration 

Jg =
α |S |

L

2α
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ITERATION ENDS
Reduce the fraction of bad IDs to    .α

t0 t′�ktk
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ENTRANCE COST FUNCTION

where 

e(k) - entrance cost to the kth ID joining in the current iteration  

J - join rate in the current iteration 

Jg - estimated join rate of good IDs  

e(k) =
J
Jg
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ENTRANCE COST FUNCTION
e(k) =

J
Jg
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t0

Here is my e(3)-difficult puzzle solution.

t′�



PURGE

t0

Solve a puzzle or be ejected. 

tk t′�k
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EMPIRICAL STUDY



EMPIRICAL SETUP
- Compare the performance of our algorithm - GMCom, 

against 2 computational puzzles based algorithms:  
‣ CCom 
‣ Sybil Control 

- Over 4 different p2p network churn data sets: 
‣ Bitcoin  
‣ Skype Supernodes 
‣ BitTorrent - Debian 
‣ BitTorrent - FlatOut
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EMPIRICAL RESULTS
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EMPIRICAL RESULTS
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FUTURE WORK



DHT 
- Design Sybil resistant DHT using computational 

puzzles. 

- Challenges: 
- Maintaining correctness properties in the presence of 

adaptive adversarial churn 
- Preventing eclipse attack
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Thank You! 

Questions?


